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METHOD AND APPARATUS FOR INTERNAL AND EXTERNAL 
MONITORING OF A TRANSPORTATION VEHICLE 

BACKGROUND OF THE INVENTION 
RELATED APPLICATIONS 
[0001] The present application claims priority from US provisional patent 

application serial number 60/362,073 titled CLOSE CIRCUIT TELEVISION 

RECORDING FOR REAL-TIME MONITORING IN A TRANSPORTATION 

VEHICLE AND FROM EXTERNAL FACILITIES, filed March 7, 2002. 

[0002] The present invention relates to US provisional patent application serial 

number 60/354,209 titled ALARM SYSTEM BASED ON VIDEO ANALYSIS, filed 
6 February 2002. The present invention is related to PCT application serial number 
PCT/IL02/01042 titled SYSTEM AND METHOD FOR VIDEO ^ONTENT- 
ANALYSIS-BASED DETECTION, SURVELLANCE, AND ALARM 
MANAGEMENT, filed 24 December 2002 and to PCT patent application serial 
number PCT/IL03/00097 for METHOD AND APPARATUS FOR VIDEO FRAME 
SEQUENCE-BASED OBJECT TRACKING, filed 6 February 2003 both are 
incorporated herein by reference. 

FIELD OF THE INVENTION 

[0003] The present invention relates in general to remote surveillance and data 

communications. More particularly, the present invention relates to multi-channel 
recording and transmission of video, audio, and other data in order to provide for real- 
time monitoring both in transportation vehicles and from external facilities. 
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DISCUSSION OF THE RELATED ART 

[0004] Public transportation systems utilize transportation vehicles, such as 

aircraft, ships, trains, buses, and the like. The systems routinely carry a large number 
of passengers on pre-determined routes. The security of these systems is paramount if 
public safety is to be maintained in the event of an attack or other unexpected incident. 
Public transportation systems comprise mobile units, such as transportation vehicles 
that contain passengers and transportation personnel, such as pilots, flight attendants, 
drivers, inspectors, and the like, and one or more fixed-location command facilities. 
Typically, a radio communication network provides voice and data communication 
between the mobile units and the command and control centers. The mobile units may 
transmit status data, such as geographic location, heading, speed, engine and fuel data, 
and the like, over the radio communications network on a fixed or on-demand basis. 

[0005] In land-based public transportation systems the availability of fixed 

routes enable the positioning of fixed image acquiring devices and other sensor 
devices along the routes in order to provide useful data to the command and control 
facilities. The data regards the location and the status of the mobile units and can be 
viewed in real-time or can be recorded for later replay and analysis. 

[0006] Other types of public service vehicles, such as police cars, fire engines, 

ambulances, search and rescue helicopters, and the like, are also part of a public safety 
and security system. These vehicles provide rapid assistance in the event of an attack 
or other unexpected incident. These vehicles may also be the subject of an attack or 
incident. These mobile units also employ a radio communication network that 



communicates voice and other data to and from the command and control center. The 
mobile units also transmit status data, such as geographic location, heading, speed, 
engine and fuel data, and the like, over the radio network on a fixed or on-demand 
basis. It is essential that these mobile units receive accurate, comprehensive and 
timely information, using video, voice and other data transmissions from the 
command and control facilities concerning the incident to be handled in order to 
provide optimal assistance. 

[0007] Many road networks are equipped with image acquiring devices, such as 

CCTV camera systems and other sensors that may send data back to the command and 
control facilities. The data may provide additional information about the location and 
the status of mobile units. The data may be viewed in real-time or may be recorded for 
later replay and analysis. 

[0008] In non-land-based public transportation systems sophisticated on-board 

sensor devices are typically installed in the mobile transportation units, such as in 
aircraft and in ships. The function of the sensor devices is to provide human-readable 
status data to the operating crews of the transportation units and to provide machine- 
readable control data to on-board computing and control devices. The mobile units 
could further include multimedia data acquiring devices, such as CCTV camera 
systems, microphone arrays and other sensors in order to provide video, audio and 
other types of monitoring capabilities, respectively, to the operating crews of the 
mobile units. The airborne or maritime mobile units typically employ a radio 
communication network that communicates voice and other data to and from a 



ground-based or land-based command and control center, such as a flight control 
tower or a seaport command and control center. The mobile units may transmit status 
data, such as geographic location, heading, speed, engine and fuel data, and the like, 
over the associated radio network on a fixed or on-demand basis. 
[00091 Currently systems monitoring transportation vehicles, such as ships, 

trains, buses, and the like, have several disadvantages. The primary drawback 
concerns the lack of means and capabilities for "handing over control" to external 
facilities, such as command and control centers, in order to provide event monitoring, 
event recording and event analysis for the transportation device, externally. 

[0010] The tragic events that took place on 11 th September 2001 had 
demonstrated this drawback alongside with other disadvantages. Several critically 
weak links in flight security were exposed including the following facts: a) flight crew 
in the flight deck of an aircraft is unaware of events occurring in passenger cabins, 
unless notified by the cabin crew; b) alarm triggered from an aircraft cannot reach a 
ground-based command and control center when the radio communications with the 
flight crew is interrupted; c) command and control center personnel are perplexed 
when anomalies, such as a communication interruption with the flight crew, or a 
sudden unexplained changes in the flight path occurs during the flight; and d) 
command and control center personnel lack the capability to monitor in-flight events 
as they occur in real-time. The same drawbacks exist with other vehicles of transport, 
such as ships, trains, buses and the like. 
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[0011] For example, presently, when an emergency situation develops on board 

an aircraft, the only means of communication between the aircraft and the Air Traffic 
Control center (ATC) is via the associated radio communication network. The 
communication link provided by the network is substantially limited to ATC facilities 
in the vicinity of the aircraft. The radio link must be maintained by the aircrew 
simultaneously with the handling of other urgent tasks related to the emergency. The 
prior art does not provide means and capabilities for handing over control to provide 
external event monitoring, event recording, and event analysis to a remote command 
and control center or other relevant parties. Except for audio transmissions no other 
real time data is available for analysis either on board of the aircraft or on the ground. 
The situation is further complicated when concurrent incidents occur on the aircraft, 
while real-time data is absent in the flight deck or at the command and control center 
for immediate analysis and for the performance of suitable actions. In addition, in 
cases where the aircraft crashes substantial resources and time is invested in the 
location of the flight recorder device in order to analyze the data saved therein. In 
cases where the location of the flight recorder device is impractical, or the flight 
recorder device is substantially damaged even this minimal data is lost. 

[0012] Therefore, there is an urgent need for real-time monitoring of video, 

audio and other data transmissions from multiple mobile units and multiple fixed 

sources at one or more command and control centers. There is a further urgent need 

for recording the transmissions and being able to redistribute as well as rapidly search 

and replay one or more recording segments at one or more command and control 

centers in near real-time in order to provide assistance in the handling of the incident. 
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There is a further need to replay one or more recording segments to other mobile units 
via a radio network to assist in the management of the incident. There is a further need 
to search and to replay particular combinations of the recordings in combination with 
other collected data in order to assist in the post-event investigation, analysis, re- 
construction and debriefing. 

SUMMARY OF THE PRESENT INVENTION 

[0013] One aspect of the present invention regards an apparatus for the 

monitoring and recording of data stream associated with a transportation vehicle, the 
apparatus comprising a capture device for receiving the data stream depicting 
activities within the transportation vehicle; a recording device for recording the 
captured data stream about the activities within the transportation vehicle; and a 
communication device for communicating the recorded data stream to a monitoring 
station. The apparatus further comprises an alarm activator device for activating the at 
least one capture device. The apparatus also comprises a database device for storing 
the recorded multi-media data stream and an analysis device for analyzing the data 
stream. The apparatus may also include a disabler device for disabling the control of 
the transportation vehicle or for controlling the transportation vehicle from a location 
external to the transportation vehicle. The apparatus may further comprise a control 
device for controlling the capture device or the recording device or the communication 
device. The apparatus can further comprise a monitoring device for monitoring events 
captured by the capture device. The apparatus further comprises a retrieval device for 
retrieving a part or whole of the data stream captured by the capture device associated 
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with the transportation vehicle. The data stream is a synchronized multi channel 
multimedia data stream. The data stream can also be a synchronized multi channel 
multimedia data stream and radio signals. The capture device can be a video camera 
or x-ray camera or any other camera. The capture device can be a microphone or any 
other instrument for capturing audio or similar signals. The capture device can be a 
radio receiver. The capture device or the recording device or the communication 
device can be located within the transportation vehicle. Alternatively, the capture 
device is located within the vehicle while the recording device can be located external 
to the transportation vehicle. The analysis device can also be located within or 
external to the transportation vehicle. The communication device transmits a 
transmission to be later redistributed. 

[0014] A second aspect of the present invention regards a method for the 

monitoring and recording of data stream associated with a transportation vehicle, the 

method comprising the steps of receiving the data stream depicting activities within 

the transportation vehicle by a capture device; recording the captured data stream 

about the activities within the transportation vehicle by a recording device; and 

communicating the recorded data stream to a monitoring station by a communication 

device. The method further comprises the step of activating the capture device by an 

alarm activator device. The method further comprises the step of storing the recorded 

multi-media data stream in a database. The method further comprises the step of 

analyzing the data stream and the step of disabling the control of the transportation 

vehicle. The method also comprises the step of controlling the transportation vehicle 

from a location external to the transportation vehicle or the step a control device for 
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controlling the capture device or the recording device or the communication device. 
The method further comprises the step of monitoring events captured by the capture 
device. The method further comprises the step of retrieving a part or whole of the data 
stream captured by the capture device associated with the transportation vehicle. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[00151 The present invention will be understood and appreciated more fully 
ftom the following detailed description taken in conjunction with the drawings in 
which: 

10016] Fig. I isablockdiagramthatshowstheconstituentelementsofasystem 
in which the proposed method operates, in accordance with a preferred embodiment of 
the present invention; 

[00171 Fig. 2 is a schematic block diagram showing the operative components 
of the proposed apparatus in the transportation vehicle, in accordance with the 
preferred embodiment of the present invention; 

,00181 Fig. 3 is a block diagram illustrating the components of the multimedia 
monitoring recording and control station, in accordance with the preferred 
embodiment of the present invention; 

10019] Fig. 4 is a block diagram illustrating the operative components of the 

server device, in accordance with the preferred embodiment of the present invention; 
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[0020] Fig. 5 is a schematic block diagram illustrating the operative 

components of the multimedia control analysis and retrieval application, in 
accordance with the preferred embodiment of the present invention; and 

[0021] Fig. 6 is a schematic block diagram illustrating the operative 

components of the command and control center, in accordance with the preferred 
embodiment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 

[0022] The present invention discloses an apparatus and method for the 

recording, transmission, redistribution, and real-time monitoring of multi-channel 
multi-media data stream internally in a transportation vehicle and externally from 
external facilities. The recording, transmission and monitoring can be accomplished 
internally within the transportation vehicle, or at a location remote to the 
transportation vehicle, such as at a command and control center or a crisis- 
management facility. Each transmission may be redistributed to other centers or 
vehicles or persons. Recording and monitoring could be performed simultaneously in 
the transportation vehicle and at the remote facility. In the preferred exemplary 
embodiment of the present invention the monitoring and recording is performed in 
association with an in-flight system of an aircraft and the external facility is a flight 
control tower at an airport or any other ATC facility, such as a command and control 
center, a crisis management center, and the like. A person skilled in the art will 
appreciate that for each transportation vehicle applicable locations for capturing, 
recording and analyzing devices exist and that such are easily locatable. The present 
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example of an in-flight system is in no way limiting and could be applied to other 
transportation vehicles, such as trains, buses, ships, emergency service vehicles, and 
the like. Similarly, the location of the recording or analyzing devices can be located in 
the transportation vehicle, at a remote location or at both locations at the same time. 
Control and alarm triggering devices can also be located at the transportation vehicle 
or at a location external to the transportation vehicles or at both locations. 

[0023] The present invention operates in conjunction with a computerized 

based system such as the Nice Vision ® Virtual product manufactured by Nice 
Systems Ltd. of Ra'anana, Israel, or the like. The computerized system comprises a 
software based, platform independent, multi-media recording system. The 
computerized system is based on standard Internet Protocol (IP) architecture. The 
system performs various functions of a multimedia data acquisition process and could 
include but is not limited to up to about twenty image acquisition devices, such digital 
video cameras, audio data acquisition devices, such as microphones, data acquisition 
devices, such as diverse sensor devices, and the like. The system utilizes compression 
techniques and provides for synchronized storage of the multimedia data in a 
computing platform, such as a personal computer (PC). The computerized system can 
retrieve selected video, audio, and other type of data for presentation and analysis. The 
system can further deliver, upon request, the recorded multimedia data over 
communications networks to a remote storage and observation sites. Control of the 
system is achieved by an operator located at the same site where the system is located 
or at a remote site through the use of standard aircraft or other vehicle communication 
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downlink, such as via a satellite network or an IP WAN network or radio network or 
the like. 

[0024] Referring to Fig. 1 transportation vehicles 10, 12, 14, 16, 18, 20 are 

linked to command and control centers 26, 24 via a communications network 22. The 

transportation vehicles 10, 12, 14, 16, 18, 20 are mobile vehicles carrying passengers 

or cargo and operating crew, such as commercial aircraft, ships, buses, trains, and the 

like. The vehicles 10, 12, 14, 16, 18, 20 could be further emergency service vehicles, 

such as police cars, ambulances, fire engines, search and rescue helicopters, and the 

like. The vehicles 10, 12, 14, 16, 18, 20 are provided with on-board multi-channel 

multi-media data capture devices, monitoring devices, recording devices, control 

devices and analyzing devices. The multi-media data includes but not limited to video, 

audio, and other data. The vehicles 10, 12, 14, 16, 18, 20 are further provided with 

suitable communication facilities that enable two-way transmission of the captured 

multi-media data streams to the command centers 24, and 26 via a wireless 

communication link 21', 21", 21 m , 21"", 21'"", 21 , respectively. The command and 

control centers 24, 26 are linked to the communication network 22 typically via wired 

communication lines 25 f , 25", such as dedicated and secure telephone lines, and the 

like. The command and control centers 24, 26 are provided with the capability of 

communicating with each other in order to provide for the two-way transmission of 

the multi-media data streams for purposes of further monitoring, enhanced analysis 

and advanced event handling. In the exemplary preferred embodiment of the invention 

the vehicles 10, 12, 14, 16, 18, 20 are commercial aircraft carrying passengers and 

operating crew, the communications network 22 is an IP WAN network, such as the 
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Internet, and the command and control center 24 is located a flight control tower at an 
airport, and the command and control center 26 is a crisis management center that 
could be located at the same airport or at a remote location to the airport. The 
command and control centers 24, 26 include multimedia data stream transmission, 
monitoring recording, control and analysis facilities. Multi-media data streams 
captured in the transportation devices 10, 12, 14, 16, 18, 20 are controllably recorded, 
monitored and analyzed on-board of the vehicles internally. The multi-media data 
streams recorded in the vehicles 12, 14, 16, 18, 20 could simultaneously transmit via 

. . , 01 , oi» 91'" 21"" 21""' 21""", via the 
the wireless communication links 21,21,2i,zi,^ , 

communications network 22, via the wired communication links 25', 25" to the 
command and control centers 24, 26. The transmission of the multi-media data 
streams provides the option to the command and control centers 24, 26 to record the 
data transmitted from the vehicles 10, 12, 14, 16, 18, to monitor the data, to analyze 
the data in real-time, in near real-time or offline, and to selectively forward the data to 
additional ground-based facilities. The manner and the duration for transmission of the 
multi-media data from the vehicles 10, 12, 14, 16, 18, 20 could be pre-defined. For 
example, the transmission of the data from the vehicles 10, 12, 14, 16, 18, 20 could be 
controlled by the vehicles' operating crew. The transmission could be periodic, such as 
a sample of the data stream to be delivered at pre-defined intervals. The transmission 
could be initiated automatically at a specific location in space, such at a distance of 
about five miles from the airport. The transmission could be initiated by the command 
and control center 24, 26 following the reception of a specific alarm indicator, 
activated either manually or automatically, from the vehicles 10, 12, 14, 16, 18, 20 or 
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due to an operator's decision. The transmission could be performed in a peer-to-peer 
mode between various vehicles either where the receiving vehicle is used as a 
transmission relay station to the command and control center 24, 26 or where the 
receiving vehicle is being used as an airborne command and control center or where 
the receiving vehicle is an emergency vehicle in which emergency services personnel 
monitor the transmission. 

[00251 Note should be taken that the vehicles 10, 12, 14, 16, 18, 20 include but 

are not limited to cargo aircraft, military aircraft, spacecraft, unmanned aerial vehicles 
(UAVs), emergency service helicopters, and the like. In other preferred embodiments 
of the invention the vehicles 10, 12, 14, 16, 18, 20 include but are not limited to 
maritime vehicles, such as ships, ground vehicles, such as trains, buses, emergency 
vehicles such as police, fire department, search and rescue vehicles and the like. 

[00261 Although on the drawing under discussion only a limited number of 

transportation vehicles and a limited number of command and control centers are 
shown, it would be easily perceived by one with ordinary skills in the art that in a 
realistic environment a plurality of transportation vehicles could transmit a plurality of 
captured data streams to a plurality of command and control centers. Similarly, in a 
realistic situation a single command and control center could receive data transmitted 
from a plurality of transportation vehicles. 

[00271 Referring now to Fig. 2 transportation vehicle 10 includes a multimedia 

monitoring, recording and control station 30, a data capture device 36, video capture 

devices 38, 40, 42, audio capture devices 44, 46, a server device 34, and a 
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communication device 32. Transportation vehicle 10 could be a commercial aircraft 
carrying passengers and operating crew. The vehicle 10 includes a flight deck, a cargo 
section, and one or more passenger cabins. The transportation vehicle may be a ship or 
a train or any other people or cargo transport vehicles. The capturing device 36, 38, 
40, 42, 44, 46 are distributed across the internal space of the aircraft or vehicle in a 
pre-determined manner so as to enable capturing of events on board the vehicle. Thus, 
for example, in an aircraft the passenger cabins are equipped with image acquiring 
devices, such as several video cameras 38,40, 42, that record sequences of video 
images showing the events taking place in the passenger cabin. The passenger cabins 
could be further equipped with audio capture devices 44, 46, such as microphones that 
record audio data concerning the various aural events taking place in the passenger 
department. Additional video capture devices, and audio capture devices could be 
installed in the flight deck or vehicle control cabin and in the cargo space of the 
aircraft or vehicle. The video capturing devices may be hidden or located in such a 
manner so as not to be detected or interfered with. A data capture device 36 could be 
linked to the control systems and the sensors of the aircraft to collect navigational 
data, altitude or spatial-related data, speed data, engine and fuel information, 
environmental data (both internal and external), auxiliary systems and the like. 
Additional multi-media data capture devices could be installed in the interior and the 
exterior of the aircraft at pre-determined locations designed such as to provide for 
optimal data capturing characteristics. Such can include video capturing devices 
showing the exterior or surrounding of the vehicle. The captured multi-media data, 
such as video, audio and other data is transmitted through a vehicle Local Area 
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network (LAN) to the server device 34. Such LAN may be wireless or hardwired. The 
server device is operative in the recording of the captured data, in the selective 
retrieval of the recorded data, and in the optional transmission of the recorded data to 
a remote location via the communication device 32, the wireless link 31, and the 
communications network 48. The multimedia monitoring recording and control station 
30 is typically located in a secure location such as the flight deck of the aircraft, a 
cargo area, a crew cabin area, or other locked and secured location on board the 
vehicle. The station 30 is linked to the server device 34 via the on-board Local Area 
Network. The vehicle's crew, such as the pilots or drivers, engineers, attendants, and 
the like, operates the station 30. The station 30 may enable physical control of the data 
capturing devices 36, 38, 40, 42, 44, 46, and the selective display of the captured 
video data, playing of the audio data, and display of the other data. The station 30 
further provides the option of re-playing segments of the captured data in a selective 
manner, to initiate transmission of the recorded data to a remote command and control 
station, to raise an alarm and to transmit an alarm indicator, to analyze the captured 
data, to retransmit other information or data received from other vehicles, and the like. 
The station 30 further includes the option of permanently or temporarily disabling the 
control capabilities of the station 30 itself in order to finalize the handing of the 
remote control to the command and control center in extreme emergency situations. 
For example, if an aircraft or a train or a ship are hijacked a remote location may 
assume control of the vehicle in order to avoid damaging the vehicle or endangering 
the passengers, crew or cargo. In addition, a remote location may control the various 
elements of the present invention within the vehicle. For example, the remote location 
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may tilt or zoom the video capture devices. The remote control may also use speakers 
to speak with passengers or persons inside the vehicle. 

[0028] Referring now to Fig. 3 the multimedia monitoring recording and 

control station 122 includes monitoring devices 124, video display control devices 
126, command and control center interface devices 128, and multimedia capture 
devices 154. The monitoring devices 124 include but not limited to video display 
devices 130, audio play devices 132, and data display devices 134. The video display 
devices 130 are typically video display screens, the audio play devices are typically 
loudspeakers, or earphones, and the data display devices are display screens and/or 
various instrument panels. The monitoring devices 124 enable the operating crew to 
display events occurring at various locations in the vehicle in real-time and provide 
for the re-play of recorded past events. The video display control devices 126 provide 
the operating crew with the option of physically controlling the video capture devices 
distributed in the interior and the exterior of the airplane. The devices 126 include but 
are not limited to a video device selector 140, and a pan-tilt-zoom (PTZ) control 142. 
Video device selector 140 in association with PTZ control 142 provides the option of 
modifying selectively the field-of-view of a specific camera in order to follow an 
event taking place, a suspicious person, or the like. The audio control devices 136 
allow for the control of audio capture devices, such as microphones distributed in the 
interior of the vehicle. The devices 136 include but are not limited to audio device 
selector 144, and a volume control 146. Audio device selector 144 in association with 
volume control 146 provides to option of switching off an audio capture device, 
switching on an audio capture device, and for modifying the volume settings of an 



audio capture device. Command aud control center iuterface devices 128 enable the 
operating crew to communicate with the command and control center, to control the 
transmission of the recorded multi-media streams, to activate an alarm transmission, 
and to optionally disable the operation of the station 122 in order to prevent 
unauthorized tampering in extreme situations. The devices 128 include but are not 
limited to an audio communication device 148, a transmission control device 150, an 
alarm indicator device 152, and a disab.er device 153. The station 122 further includes 
multi-media capture devices 154. The function of the devices 154 is to monitor 
specifically the manipulations performed on the station 122. These capture devices are 
typically hidden, or specifically enforced to prevent damage possibly inflicted in 
extreme situations. The devices 154 include bu, are no. limited to a data capture 
device 156, a video capture device 158, and an audio capture device. The data capture 
device 156 collects data concerning the operations performed on the station 122. The 
transmission control device 150 is responsible for the transmission of the station- 
captured data in order to enable the command and control center to take optimal 
decisions concerning the validity of the data received. The device 150 handles 
communications with the command and control center as well as with other 
monitoring, recording and control stations located on the same vehicle or on other 
vehicles. The device 150 may be assigned an address such as an Internet protocol 
address and may handle control instructions provided from the command and control 
center or if so authorized from other vehicle. While the primary usage of the present 
system is for monitoring, capturing and recording of events aboard a vehicle, in 
extreme situations the device 122 may receive command instructions from a remote 
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command and control center or vehicle and disable the internal controls of the vehicle. 
In one non-limiting example, law enforcement officers traveling in a search and 
rescne vehicle traveling along side the vehicle having an emergency sitnation aboard 
may not only view in real time the input provided by the video capture devices, listen 
to the audio capture devices, but also communicate with persons on board the vehicle 
or even take control of the vehicle in order to bring it to a stop or land it or direct it to 
a specific location. The disabler device may be used by persons located outside the 
transportation vehicle to both disable the control of the vehicle and for controlling the 
vehicle. The disabler device 153 is connected to all the vehicle controls, such as 
automatic pilot interface and direction controls as well as all other systems of the 
vehicle. Such device may be used in extreme situations and would effectively allow 
the guide or fly by wire of the vehicle. In addition, the controller may be able to 
operate various systems on the vehicle such as braking systems, gears, engine system, 
navigational systems, environmental controls and the like in order to effectively 
contain an emergency situation. In one non-limiting example, the pilots of an aircraft 
are disabled or incapacitated and control over the aircraft is assumed by a person 
external to the aircraft. The capture device located inside the flight deck will convey 
the sigh, viewed by the pilots. The controller will receive both video and audio input 
from the cockpit. The controller may effectively transmit commands to the flight deck 
thus assume the control of the aircraft. 

l00 29] Referring now to Fig. 4 the server device 52 is a computing and 
communicating platform. Server 52 can be for example the E-SERVER ARINC 7634 
MOT by Miltope Corporation of Hope Hull, AL, USA or the like. Device 52 includes 
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a processor device 54, a communication device 56, an input device 58, an output 
device 60, a storage device 64, and a data bus device 62. Communication device 56 is 
network interface card such as a LAN card. The device 56 is already typically wired in 
current passenger aitplanes to enable air-to-ground voice communications for 
passengers. Like devices are located in ships and trains. The network interface card 
provides adequate video, audio and other data communication. Storage device 64 is 
preferably a hard disk or a DAT tape or any other storage device. Storage device 56 
includes bu, is not limited ,o an operating system 66, a multi-channel multi-media 
recording application 68, a multimedia control analysis and retrieval application 70, 
and a database 72. Application 70 cou.d be the Nice Vision • Vtrtual product or the 
like . One or more multi-media data capture devices, such as digital video cameras 
Cuatified for use in commercial aircraft or other vehicle of transport, microphones and 
other sensors, are connected to server 52 via an on-board local area network (LAN). 
The video, audio and other data streams captured by the multi-media data capture 
devices are recorded simultaneously into the database 72. Sert,er 52 is connected to 
the aircraft air-ground communications system, which is a,so used for operational 
communication by the aircrew as-wel.-as for connecting the passenger te.ephones to 
the communication network. 

[0030, Referring now to Fig. 5 the multi-media contro. analysis and retrieval 

application 74 indudes a user interface 76, a database handler 78, a communications 

handler 80, a porta, module 82, a control moduk 84, a management module 86, an 

a„a.ysis module 88, a retrieval modu.e 90, and a multi-media viewer 92. User 

interface 76 provides the option of communicating with the operator of the system. 
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The control analysis and retrieval application is nsed for the analysis and retrieval of 
video, audio and data captured aboard the vehicle. The communications handler 80 is 
responsible for the communications procedures. The handler 80 is responsible for all 
communications with the transportation vehicle. The control module 84 controls the 
execution of the application in accordance with .he commands introduced by the 
operator of tire system. The management module 86 is functional in the configuration 
of the application, in tire setting of the operative parameters, in the maintenance of the 
system, and the like. The analysis module 88 handles the analysis process and the 
retrieval module 90 is functional is extracting requested date segments from the 
database for display or re-play via tine use of tbe database handler 78. The multimedia 
viewer module 92 receives date ftom the retrieval module 90, formats tire date for 
viewing and fotwards the formatted date to the suitable display devices. An operator 
may use the user interface 76 to access tire control, analysis and retrieval application 
74 via the use of instructions and input devices such as a keyboard a pointing device 
or selection device sucb as a mouse or a touch screen and the like. The application 74 
nray be located and installed in tire monitored vehicle in association with tire 
monitoring, recording and control station 122 or in a command and control center or 
in other vehicles such as in a search and rescue or law enforcement vehicles. 
,00311 Referring to Fig. 6 the command and control center 94 includes a 
command and con.ro! server device 96. The command and control center is preferably 
l0 ca,ed within a control station relating to tire vehicle such as a train station or a 
seaport or an airport or a center. In an alternative embodiment the command and 
control center may be located aboard a vehicle such as a law enforcement, search and 

90 



rescue or like vehicle. The device 96 is a computing and communications platform. 
The device 96 includes a communication device 98, a processor device 100, an input 
device 102, an output device 104, and a memory device 106. The memory device 108 
is preferably a hard disk or a DAT tape or another memory or storage device. The 
device 108 stores a set of operative software programs and associated data files. The 
device 108 includes an operating system 108, a transportation vehicle interface 110, a 
transmission control 112, a command centers interface 114, a multi-channel 
multimedia recording application 116, a multimedia control analysis and retrieval 
application 118, and a multimedia database 120. The communication device 98, such 
as a modem, a network interface card, and the like, is operative in the establishment of 
a communication link. The processor device 100 executes the program instructions. 
The input device 102 is preferably a keyboard, a pointing device, a touch screen 
device, a microphone and the like. The device 102 provides the option for the operator 
of the system to communicate with the application, such as submitting queries, 
activating specific program modules, selecting operating functions, and the like. The 
output device 104 is preferably a display screen via which a formatted display of the 
data is accomplished. The transportation vehicle interface 110 is responsible for 
accessing the data of a specific transportation vehicle. The transmission control 112 
provides the option of initiating data transmission from and to a transportation vehicle, 
while the command centers interface 114 establishes a link to a remote command and 
control, center and initiates data transmission from and to the remote command center. 
The multi-channel multimedia recording application 116 receives and records data 
transmitted from a transportation vehicle or from a remote command and control 
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center and records the data suitably indexed and formatted into the database 120. The 
multimedia control analysis and retrieval application 118 enables processing, analysis, 
and retrieval of recorded data. 

[0032] In the preferred embodiment of the invention, video cameras, audio 

capture devices, and other data sensors are installed in locations considered such as 

critical security-specific events may take place. Thus, the video cameras and the 

microphones may be directed towards important areas of the aircraft to capture 

important events likely to occur in these areas. One example is the flight deck where a 

video camera pointed directly at the flight panel. Another could be an engine room or 

a cargo hold or lavatories. The camera and additional data capture devices, such as 

microphones and other sensors are placed such as to be able to record important 

events occurring in the flight deck. Another example can include video cameras and 

microphones directed at the galley, doors, and other key areas. The video cameras, 

microphones and other data sensors may be installed such as to be visible or to be 

concealed depending on their location and use. In normal operation the system, such 

as Nice Vision ® Virtual system records time synchronized video and audio data 

captured from the entire set of cameras, microphones and other sensors mounted in the 

vehicle. The captured video data is stored as full frame rate compressed information in 

the server device's hard disk or storage device for the duration of the trip. The pilots, 

drivers, or other authorized crew members can view on the monitor devices real-time 

video data of any specific camera, or could have an automatic scan of all cameras. The 

PTZ control may be used by the operating crew to obtain maximum relevant data from 

each camera. The standard aircraft communication downlink is used for downloading 
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recorded data from the memory device of the server to a ground recording station, 
which may be a complementary part of the Nice Vision ® Virtual system or similar 
systems, via a satellite network and/or a WAN communication network, such as the 
Internet. In other vehicles a wireless communications network can be used or a rail 
electrical system or a satellite uplink can be used to provide the down stream 
connection. The same avenue may be used for the return stream and for establishing a 
multi channel two-way communication between the vehicle and other parties. The 
Nice Vision ® Virtual system provides flexibility in bandwidth usage during 
transmission, and can adapt to the available bandwidth. Reference is made to PCT 
patent application serial number PCT/IL03/00097 for METHOD AND APPARATUS 
FOR VIDEO FRAME SEQUENCE-BASED OBJECT TRACKING, filed 6 February 
2003 providing additional detail on video frame adaptation. The ground recording 
station can be located, for example, in an airport tower or in other ATC facilities or 
other control station, ports, stations and the like. Other related command and control 
centers can receive the video, audio and other data concurrently via IP based network 
connections. The utilization of satellite downlink ground facilities the recording of the 
data could be either continuous throughout the entire duration of the trip or to be 
performed upon request from ground-based control center or the control deck in case 
of emergency. In addition, the recording can be performed at various predetermined 
intervals, such as every several minutes, or at predetermined locations, such as a 5 
miles distance estimation of a certain radio range, or when crossing a particular cross 
section, intersection, cross roads and the like. 
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[0033] In emergency, when the crew is burdened with other more pressing tasks 

or when the crew is neutralized, the command and control center may take over the 
monitoring of the cameras including PTZ control, thereby providing continuously 
available and recorded real-time video data. As previously noted the command and 
control center may also assume control of the vehicle. The command and control 
centers may receive images from one or more cameras on one or more aircraft. 
Recording in the command and control centers can also be initiated automatically by 
alarm indicator triggered either from the vehicle or from a control or center station 
order to facilitate emergency incident recording. Alarm can be set manually or 
automatically by connecting an alarm detector device to the Nice Vision ® Virtual 
system. 

[0034] The alarm triggering device alarm can be located in the control deck of 

the vehicle or in any other predetermined location on the vehicle. The alarm triggering 
device could be provided to a crewmember, to a designated in-flight or on board 
security service personal, whether in uniform or in plain clothes, or to a crewmember 
disguised as a passenger. Thus, in the event of, for example, a hijacking emergency 
the hijacking team will not be able to first prevent the triggering of the alarm. 

[0035] Another important feature of the invention is the capability to analyze 

the recorded video, audio, and other data after the incident. The Nice Vision ® Virtual 
system features fast "search and find" using digital technologies and playback 
functions that includes fast playback, slow motion, frame by frame advance, instant 
skip to a specific point in time and digital zoom on any image. Queries can be 
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submitted according to time, dates, events, channels, and data annotations. Thus, 
suitably authorized personnel could rapidly receive vital information concerning an 
ongoing emergency or an emergency, which has culminated in a crash or substantial 
damage to the vehicle. In addition, the system can be linked with a location-based 
system located either on the vehicle or at an information facility, which provides 
details of the location and speed of the vehicle at any given time. The link provides a 
location-based or speed-based alert or analysis. The establishment of the link may also 
assist to determine rapidly the location of the survivors or the location of the aircraft. 
The process of analysis may be accomplished automatically or manually. Automatic 
analysis may be performed in accordance with predetermined rules relating to events 
occurring within the transportation vehicle. Such rules may include for example, a rule 
stating that if a sound above a particular threshold is captured by the capturing device 
the system must begin recording and an analysis of the sound is performed. If for 
example the sound resembles a gunshot or a loud scream an alert is raised and an 
alarm is send to a predetermined person while the system continues to record the data 
provided by the capturing devices. Likewise in another example, if the vehicle does 
not follow a prearranged course the system of the present invention will initiate 
recording and if the deviation in spatial location exceeds a certain threshold (such as 
5nm from the predetermined route or 2,500 feet unapproved change in altitude) an 
alert is raised and an alarm is send to a predetermined person while the system 
continues to record the data provided by the capturing devices. In another example, 
the vehicle monitored is a train wherein a major engine malfunction occurs. The 
system will automatically begin recording the events on the train as well as the events 
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relating to the train systems. Both train tracks controllers will be provided with online 
video and audio captured from the train cockpit in an attempt to overcome the 
malfunction. Emergency services personnel will also receive direct and online feed of 
data showing the number of people on the train the location of the train and other 
pertinent data captured by the system. The same data may be distributed to a wide 
range of responding units, each unit relaying or redistributing the same to a close by 
unit. If for example, the train crashes, replay of video captured during the crash may 
assist rescue personnel to assist survivors immediately. Each rescue unit having a 
control, analysis and retrieval application may independently retrieve, investigate, 
replay and analyze captured data to ascertain the location of survivors moments after 
the accident occurred. Each rescue or other emergency unit may be equipped with 
mobile devices such as the TETRA Mobile Data Service Dimetra IP from Motorola, 
Inc. The same system may be used for crime prevention and crime investigation. If a 
crime is committed aboard the train or other monitored vehicle, police officers may 
immediately re-play captured data to obtain information about the perpetrator of the 
crime and potential witnesses, examine the route taken by the involved individuals 
and begin an investigation likely to be resolved quickly. The system will transmit 
replays or data or information in real time to small hand held devices such as the 
TETRA MTP700 enabling constant monitoring or examining of the event unfolding. 
The system of the present invention may rely on additional sources from which data 
can be captured, such as road networks equipped with capturing devices and other 
road, track, or atmospheric and sea sensors. The system of the present invention may 
also simultaneously capture and record all communications between the vehicle or 
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other units (such as police, fire department, search and rescue and others) in 
synchronization with data and information captured from the transport vehicle. At a 
later stage an investigative tool may be used to debrief each incident or event 
captured. This tool enables the review of the event or incident as it unfolds second by 
second providing all the data captured synchronized with radio transmissions or other 
communications made by each person or unit on the scene. In one example, operative 
cameras still working after such accident may continue operation even after the 
accident has occurred and continue to provide live feed to rescuers and other law 
enforcement agencies personnel. The continued capturing of even* is no, only 
instrumental in saving lives bu. may also provide an indicator to the responsiveness of 
the emergency services. 

[0036] The multi-media data received from a transportation vehicle is 
recorded and analyzed a, a command and control center, it may be forwarded .o other 
command and control centers for re-play, in-depth analysis and optionally for further 
re-transmission. Thus, data can be further distributed upon request to other interested 
parties, such as for example, police headquarters, FBI offices, national, state and 
international authorities, carriers, insurance companies, damage assessors, and the 
Hire. In addition, the data can be further processed and analyzed in depth. For 
example, a sequence of video frames could be re-processed to highlight or suitably 
mark interesting inter-frame elements in order to assist in the re-construction of an 
improved real-time scenario and in order to provide a more intensive and accurate de- 
briefing. 
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[0037] In other preferred embodiments of the invention, re-processed data 

could be sent back to the transportation vehicle. For example, in a emergency service 
application a police car provided with data recording and data transmission 
capabilities could obtain a sequence of video images captured by an on-site fixed 
video camera where the sequence of video images could contain the images of a 
crime-related event that occurred prior to the arrival of the police vehicle. The police 
officers manning the transportation vehicle or arriving at the scene could instantly re- 
play the video recording in order to verify the sequence of events in near real-time. If 
required, the data could be transmitted by the police vehicle to a command center for 
further processing in order to extract from the sequence of images specific critical 
details, such as for example, the license plates of a hit-and-run car or other crime 
scene characteristics. The video sequence could be re-processed suitably at the 
command center and then transmitted back to the police car to provide the officers on 
the spot with enhanced information. 

[0038] The person skilled in the art will appreciate that what has been shown is 
not limited to the description above. Many modifications and other embodiments of 
the invention will be appreciated by those skilled in the art to which this invention 
pertains. It will be apparent that the present invention is not limited to the specific 
embodiments disclosed and those modifications and other embodiments are intended 
to be included within the scope of the invention. Although specific terms are 
employed herein, they are used in a generic and descriptive sense only and not for 
purposes of limitation. 
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[0039] It will be appreciated by persons skilled in the art that the present 
invention is not limited to what has been particularly shown and described 
hereinabove. Rather the scope of the present invention is defined only by the claims, 



which follow. 
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CLAIMS 

What is claimed is: 

1 . An apparatus for the monitoring and recording of data stream associated with a 
transportation vehicle, the apparatus comprising: 

at least one capture device for receiving the data stream depicting activities 

within the transportation vehicle; 

at least one recording device for recording the captured data stream about the 

activities within the transportation vehicle; and 

a communication device for communicating the recorded data stream to a monitoring 
station. 

2. The apparatus of claim 1 further comprising at least one alarm activator device 
for activating the at least one capture device. 

3. The apparatus of claim 1 further comprising at least one database device for 
storing the recorded multi-media data stream. 

4. The apparatus of claim 1 further comprising an analysis device for analyzing the 
data stream. 

5. The apparatus of claim 1 further comprising a disabler device for disabling the 
control of the transportation vehicle. 

6. The apparatus of claim 1 further comprising a disabler device for controlling the 
transportation vehicle from a location external to the transportation vehicle. 

7. The apparatus of claim 1 further comprising a control device for controlling the 
at least one capture device or the at least one recording device or the at least one 
communication device. 

8. The apparatus of claim 1 further comprising a monitoring device for monitoring 
events captured by the at least one capture device. 

9. The apparatus of claim 1 further comprising a retrieval device for retrieving a 
part or whole of the data stream captured by the at least one capture device associated 
with the transportation vehicle. 

10. The apparatus of claim 1 wherein the data stream is a synchronized multi 
channel multimedia data stream. 
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11. The apparatus of claim 1 wherein the data stream is a synchronized multi 
channel multimedia data stream and radio signals. 

12. The apparatus of claim 1 wherein the at least one capture device is a video 
camera. 

13. The apparatus of claim 1 wherein the at least one capture device is a 
microphone. 

14. The apparatus of claim 1 wherein the at least one capture device is a radio 
receiver. 

15. The apparatus of claim 1 wherein the at least one capture device or the at least 
one recording device or the at least one communication device is located within the 
transportation vehicle. 

16. The apparatus of claim 1 wherein the at least one capture device or the at least 
one recording device or the at least one communication device is located external to 
the transportation vehicle. 

17. The apparatus of claim 4 wherein the at least one analysis device is located 
within the transportation vehicle. 

18. The apparatus of claim 4 wherein the at least one analysis device is located 
external to the transportation vehicle in a command and control center or a crisis- 
management facility. 

19. The apparatus of claim 1 wherein the at least one communication device 
transmits a transmission to be later redistributed. 

20. A method for the monitoring and recording of data stream associated with a 
transportation vehicle, the method comprising the steps of: 

receiving the data stream depicting activities within the transportation vehicle 
by at least one capture device; 

recording the captured data stream about the activities within the transportation 
vehicle by at least one recording device; and 

communicating the recorded data stream to a monitoring station by a 
communication device. 

21 . The method of claim 20 further comprising the step of activating the at least one 

capture device by at least one alarm activator device. 
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22. The method of claim 20 further comprising the step of storing the recorded 
multi-media data stream in an at least one database device. 

23. The method of claim 20 further comprising the step of analyzing the data 
stream. 

24. The method of claim 20 further comprising the step of disabling the control of 
the transportation vehicle. 

25. The method of claim 20 further comprising the step of controlling the 
transportation vehicle from a location external to the transportation vehicle. 

26. The method of claim 20 further comprising the step a control device for 
controlling the at least one capture device or the at least one recording device or the at 
least one communication device. 

27. The method of claim 20 further comprising the step of monitoring events 
captured by the at least one capture device. 

28 The method of claim 20 further comprising the step of retrieving a part or whole 
of the data stream captured by the at least one capture device associated with the 
transportation vehicle. 

29. The method of claim 20 wherein the data stream is a synchronized multi 
channel multimedia data stream. 

30. The method of claim 20 wherein the data stream is a synchronized multi 
channel multimedia data stream and radio signals. 

31. The method of claim 20 wherein the at least one capture device is a video 
camera. 

32 The method of claim 20 wherein the at least one capture device is a microphone. 
33. The method of claim 20 wherein the at least one capture device is a radio 
receiver. 

34 The method of claim 20 wherein the at least one capture device or the at least 
one recording device or the at least one communication device is located within the 
transportation vehicle. 

35 The method of claim 20 wherein the at least one capture device or the at least 
one recording device or the at least one communication device is located external to 
the transportation vehicle. 



36. The method of claim 24 wherein the at least one analysis device is located 
within the transportation vehicle. 

37. The method of claim 24 wherein the at least one analysis device is located 
external to the transportation vehicle in a command and control center or a crisis- 
management facility. 

38. The method of claim 20 wherein the at least one communication device 
transmits a transmission to be later redistributed. 
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ABSTRACT 

An apparatus and method for the monitoring and recording of data stream 
associated with a transportation vehicle, the apparatus comprising at least one capture 
device for receiving the data stream depicting activities within the transportation 
vehicle; at least one recording device for recording the captured data stream about the 
activities within the transportation vehicle; and a communication device for 
communicating the recorded data stream to a monitoring station. 
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